25X1
Sanitized Copy Approved for Release 2011/08/08 : CIA-RDP94B00280R001200060006-4

0\0

<

Next 1 Page(s) In Document Denied

Q”&

Sanitized Copy Approved for Release 2011/08/08 : CIA-RDP94B00280R001200060006-4



25X1

25X1

Sanitized Copy Approved for Release 2011/08/08 : CIA-RDP94B00280R001200060006-4
DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee

SECOM-D-081
14 April 1981

NOTE FOR: Mr. G. Philip Hughes
Assistant to the Assistant to the
Vice Pre51dent for National Securlty Affalrs-

FROM:

Act%ng Chairman

SUBJECT: Unauthorized Disclosures

As you 1equested on 13 April 1981 attached is material for
your consideration in addressing the problem of unauthorized dis-
closures of intelligence.

Please note that DCI Casey is now in dialogue with the Vice -

President on this subject, and that Mr. Casey is preparing recom-
mendations for submission to the President. Admiral Inman is
prepared to discuss those and the subject in general with
Admiral Murphy and/or the Vice President.

Call me if you need further assistance.

Attachments

- Regraded UNCLASSIFIED When

Separated from Attachments— . .._.
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E.O0. 12036

- THE PRESIDENT

1-403. Restricted Membership and Observers. When the NFIB meets for the
purpose of section 1-401(a), it shall be composed solely of the senior intelli-
gence officers of the designated agencies. The senior intelligence officers of the
Army, Navy and Air Force may attend all meetings of the NFIB as observers.

1-5. National Intelligence Tasking Center.

1-501. Establishment. There is established a National Intelligence Tasking
Center (NITC) under the direction, control and management of the Director of
Central Intelligence for coordinating and tasking national foreign intelligence
collection activities. The NITC shall be staffed jointly by civilian and military
personnel including designated representatives of the chiefs of each of the
Department of Defense intelligence organizations engaged in national foreign
intelligence activities. Other agencies within the Intelligence Community may
also designate representatives.

1-502. Responsibilities. The NITC shall be the central mechanism by which
the Director of Central Intelligence:

(a) Translates national foreign intelligence requirements and priorities
developed by the PRC into specific collection objectives and targets for the
Intelligence Community;

(b) Assigns targets and objectives to national foreign intelligence collection
organizations and systems;

(c) Ensures the timely dissemination and exploitation of data for national
foreign intelligence purposes gathered by national foreign intelligence collec-
tion means, and ensures the resulting intelligence flow is routed immediately to
relevant components and commands;

(d) Provides advisory tasking concerning collection of national foreign
intelligence to departments and agencies having information collection capabil-
ities or intelligence assets that are not a part of the National Foreign Intelligence
Program. Particular emphasis shall be placed on increasing the contribution of
departments or agencies to the collection of information through overt means.

1-503. Resolution of Conflicts. The NITC shall have the authority to resolve
conflicts of priority. Any PRC member may appeal such a resolution to the PRC;
pending the PRC’s decision, the tasking remains in effect.

1-504. Transfer of Authority. All responsibilities and authorities of the Direc-
tor of Central Intelligence concerning the NITC shall be transferred to the
Secretary of Defense upon the express direction of the President. To maintain
readiness for such transfer, the Secretary of Defense shall, with advance
agreement of the Director of Central Intelligence, assume temporarily during
regular practice exercises all responsibilities and authorities of the Director of
Central Intelligence concerning the NITC.. '

1-6.  The Director of Central Intelligence.

1-601. Duties. The Director of Central Intelligence shall be responsible
directly to the NSC and, in addition to the duties specified elsewhere in this
Order, shall: -

(@) Act as the primary adviser to the President and the NSC on national
foreign ‘intelligence and provide the President and other officials in the Ex-
ecutive Branch with national foreign intelligence;

(b) Be the head of the CIA and of such staff elements as may be required for
discharge of the Director’s Intelligence Community responsibilities;

(c) Act, in appropriate consultation with the departments and agencies, as
the Intelligence Community’s principal spokesperson to the Congress, the news
media and the public, and facilitate the use of national foreign intelligence
products by the Congress in a secure manner;

(d) Develop, consistent with the requirements and priorities established by
the PRC, such objectives and guidance for the Intelligence Community as will
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- THE PRESIDENT

enhance capabilities for responding to expected future needs for national
foreign intelligence;

(e) Promote the development and maintenance of services of common
concern by designated foreign intelligence organizations on behalf of the
Intelligence Community; ‘

(D) Ensure implementation of special activities;

(g) Formulate policies concerning intelligence arrangements with foreign
governments, and coordinate intelligence relationships between agencies of the
Intelligence Community and the intelligence or internal security services of
foreign governments;

(h) Conduct a program to protect against overclassification of foreign
intelligence information;

(1) Ensure the establishment by the Intelligence Community of common
security and access standards for managing and handling foreign intelligence
systems, information and products;

(1) Participate in the development of procedures required to be approved by
the Attorney General governing the conduct of intelligence activities;

(k) Establish uniform criteria for the determination of relative priorities for
the transmission of critical national foreign intelligence, and advise the Secretary
of Defense concerning the communications requirements of the Intelligence
Community for the transmission of such intelligence;

(1) Provide appropriate intelligence to departments and agencies not within
the Intelligence Community; and

(m) Establish appropriate committees or other advisory groups to assist in
the execution of the foregoing responsibilities.

1-602. National Foreign Intelligence Program Budget. The Director of Central
Intelligence shall, to the extent consistent with applicable law, have full and

exclusive authority for approval of the National Foreign Intelligence Program

budget submitted to the President. Pursuant to this authority:

(2) The Director of Central Intelligence shall provide guidance for program
and budget development to program managers and heads of component
activities and to department and agency heads;

(b) The heads of departments and agencies involved in the National Foreign
Intelligence Program shall ensure timely development and submission to the
Director of Central Intelligence of proposed national programs and budgets in
the format designated by the Director of Central Intelligence, by the program
managers and heads of component activities, and shall also ensure -that the
Director of Central Intelligence is provided, in a timely and responsive manner,
all information necessary to perform the Director’s program and budget respon-
sibilities;

(c) The Director of Central Intelligence shall review and evaluate the
national program and budget submissions and, with the advice of the NFIB and
the departments and agencies concerned, develop the consolidated National
Foreign Intelligence Program budget and present it to the President through the
Office of Management and Budget; :

(d) The Director of Central Intelligence shall present and justify the
National Foreign Intelligence Program budget to the Congress;

(e) The heads of the departments and agencies shall, in consultation with
the Director of Central Intelligence, establish rates of obligation for appro-
priated funds; ' :

(f) The Director of Central Intelligence shall have full and exclusive
authority for reprogramming National Foreign Intelligence Program funds, in
accord with guidelines established by the Office of Management and Budget, but
shall do so only after consultation with the head of the department affected and
appropriate consultation with the Congress;
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THE PRESIDENT

(8) The departments and agencies may appeal to the President decisions by
the Director of Central Intelligence on budget or reprogramming matters of the
National Foreign Intelligence Program. .

(h) The Director of Central Intelligence shall monitor National Foreign
Intelligence Program implementation and may conduct program and perfor-
mance audits and evaluations.

1-603.  Responsibility For National Foreign Intelligence. The Director of Central
Intelligence shall have full responsibility for production and dissemination of
national foreign intelligence and have authority to levy analytic tasks on
departmental intelligence production organizatidns, in consultation with those
organizations. In doing so, the Director of Central Intelligence shall ensure that
diverse points of view are considered fully and that differences of judgment
within the Intelligence Community are brought to the attention of national
policymakers.

1-604.  Protection of Sources, Methods and Procedures. The Director of Central
Intelligence shall ensure that programs are developed which protect intelligence
sources, methods and analytical procedures, provided that this responsibility
shall be limited within the United States to:

(a) Using lawful means to protect against disclosure by present or former
employees of the CIA or the Office of the Director of Central Intelligence, or by
persons or organizations presently or formerly under contract with such entities;
and :

(b) Providing policy, guidance and technical assistance to departments and
agencies regarding protection of intelligence information, including information
that may reveal intelligence sources and methods.

1-605.  Responsibility of Executive Branch Agencies. The heads of all Executive
Branch departments and agencies shall, in accordance with law and relevant
Attorney General procedures, give the Director of Central Intelligence access to
all information relevant to the national intelligence needs of the United States
and shall give due consideration to requests from the Director of Central
Intelligence for appropriate support for CIA activities.

1-606. Access to CIA Intelligence. The Director of Central Intelligence, shall,
in accordance with law and relevant Attorney General procedures, give the
heads of the departments and agencies access to all intelligence, developed by
the CIA or the staff elements of the Office of the Director of Central Intelli-
gence, relevant to the national intelligence needs of the departments and
agencies.

1-7.  Senior Officials of the Intelligence Community. The senior officials of each of
the agencies within the Intelligence Community shall:

1-701. Ensure that all activities of their agencies are carried out in
accordance with applicable law; _

1-702. Make use of the capabilities of other agencies within the Intelli-
gence Community in order to achieve efficiency and mutual assistance;

1-703.  Contribute in their areas of responsibility to the national foreign
intelligence products; -

1-704. Establish internal policies and guidelines governing employee
conduct and ensure that such are made known to each employee; ‘

1-705. Provide for strong, independent, internal means to identify, in-
spect, and report on unlawful or improper activity;

1-706. Report to the Attorney General evidence of possible violations of
federal criminal law by an employee of their department or agency, and report
to the Attorney General evidence of possible violations by any other person of
those federal criminal laws specified in guidelines adopted by the Attorney
General,
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1-707. In any case involving serious or continuing breaches of $ecurity,
recommend to the Attorney General that the case be referred to the FBI for
further investigation;

1-708. Furnish the Director of Central Intelligence, the PRC and the SCC,
in accordance with applicable law and Attorney General procedures, the infor-
mation required for the performance of their respective duties;

1-709. Report to the Intelligence Oversight Board, and keep the Director
of Central Intelligence appropriately informed, concerning any intelligence
activities of their organizations which raise questions of legality or propriety;

1-710. Protect intelligence and intelligence sources and methods consistent
with guidance from the Director of Central Intelligence and the NSC;

1-711. Disseminate intelligence to cooperating foreign governments under
arrangements established or agreed to by the Director of Central Intelligence;

1-712. Execute programs to protect against overclassification of foreign
intelligence;

1-713. Instruct their employees to cooperate fully with the Intelligence
Oversight Board; and

1-714. Ensure that the Inspectors General and General. Counsel of their
agencies have access to any information necessary to perform their duties
assigned by this Order.

1-8. The Central Intelligence Agency. All duties and responsibilities of the CIA shall
be related to the intelligence functions set out below. As authorized by the
National Security Act of 1947, as amended, the CIA Act of 1949, as amended,
and other laws, regulations and directives, the CIA, under the direction of the
NSC, shall:

1-801. Collect foreign intelligence, including information not otherwise
obtainable, and develop, conduct, or provide support for technical and other
programs which collect national foreign intelligence. The collection of informa-
tion within the United States shall be coordinated with the FBI as required by
procedures agreed upon by the Director of Central Intelligence and the
Attorney General;

1-802. Produce and disseminate foreign mtelllgence relating to the national
security, including foreign political, economic, scientific, technical, military,
geographic and sociological intelligence to meet the needs of the President, the
NSC, and other elements of the United States Government;

1-803. Collect, produce and disseminate intelligence on foreign aspects of
narcotics production and trafficking;

1-804. Conduct counterintelligence activities outside the United States and
coordinate counterintelligence activities conducted outside the United States by
other agencies within the Intelligence Community;

1-805. Without assuming or performing any internal security functions,
conduct counterintelligence activities within the United States, but only in
coordination with the FBI and subject to the approval of the Attorney General;

1-806. Produce and disseminate counterintelligence studies and reports;

1-807. Coordinate the collection outside the United States of intelligence
information.not otherwise obtainable;

1-808. Conduct special activities approved by the President and carry out
such activities consistent with applicable law;

1-809. Conduct services of common concern for the Intelligence Com-
munity as directed by the NSC;

1-810. Carry out or contract for research, development and procurement
of technical systems and devices relating to authorized functions;

1-811. Protect the security of its installations, activities, information and
personnel by appropriate means, including such investigations of applicants,
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5-5. Administr,( Sanctions.

5-501. If the Information Security Oversight Office finds that a violation
of this Order or any implementing directives may have occurred, it shall make
a report to the head of the agency concerned so that corrective steps may be
taken.

5-502. Officers and employees of the United States Government shall be
subject 10 appropriate administrative sanctions if they:

(a) knowingly and willfully classify or continue the classification of infor-
mation in violation of this Order or.any implementing directives; or

(b) knowingly, willfully and without authorization disclose information
properly classified under this Order or prior Orders or compromise properly
classified information through negligence; or

(¢) knowingly and willfully violate any other provision of this Order or
implementing directive. '

5-503. Sanctions may include reprimand, suspension without pay, remov-
al, termination of classification authority, or other sanction in accordance with
applicable law and agency regulations.

5-504. Agency heads shall ensure that appropriate and prompt corrective
action is taken whenever a violation under Section 5-502 occurs. The Director
of the Information Security Oversight Office shall be informed when such

violations occur. _
5-505. Agency heads shall report to the Attorney General evidence re-

flected in classified information of possible violations of Federal criminal law
by an agency employee and of possible violations by any other person of those
‘Federal criminal laws specified in guidelines adopted by the Attorney General.

SECTION 6. GENERAL PROVISIONS.
6-1. Definitions.

6-101. “Agency” has the meaning defined in 5 U.S.C. 552(e).

6-102. “Classified information” means information or material, herein
collectively termed information, that is owned by, produced for or by, or
under the control of, the United States Government, and that has been
determined pursuant to this Order or prior Orders to +equire protection
against unauthorized disclosure, and that is so designated.

6-103. “Foreign government information” means information that has
been provided to the United States in confidence by, or produced by the
United States pursuant to a written joint arrangement requining confidentiality
with, a foreign government or international organization of governments.

6-104. “National security” means the national defense and foreign rela-
tions of the United States. '

6-105. “‘Declassification event” means an event which would eliminate the

need for continued classification.
6-2. General.

6-201. Nothing in this Order shall supersede any requirement made by or
under the Atomic Energy Act of 1954, as amended. “Restnicted Data” and
information designated as “Formerly Restricted Data™ shall be handled, pro-
tected, classified, downgraded, and declassified in conformity with the provi-
sions of the Atomic Energy Act of 1954, as amended, and regulations issued
pursuant thereto. '

6-202. The Attorney General, upon request by the head of an agency, his
duly designated representative, or the Director of the Information Securirty
Oversight Office, shall personally or through authorized representatives of the
Department of Justice render an interpretation of this Order with respect to
any question arising in the course of its administration.
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. SUBJECT: Disclosures of Classified Intelligence

o ouite | | \_’ . c
| P, iz .0
THE WHITE HOUSE . . P
Was hlngton Y

'

- May 23, 1960

o ETEMORA\IDUM FOR: The Secretary of State

The Secretary of Defense

The Attorney General .

The Chairman, Afomic Encrgy Commission
The Director of Central Intelligence ‘

The Chairman, Joint Chiefs of Staff

.Cur national security and the continuing success of the intelligence ef-
~ £ort of this Government are being adversely affected by the appecarance

= public information media of classified intelligence, including informa-~
tHon tending to reveal intelligence sources and methods. Sources of a

. continuing nature and methods of intelligence collection have been
fzopardized and in some instances great harm has been done to the intel-

IZgence effort. I am concerned over the gerious damage thus caused
To national security. It is clear that certain recipicnts of classiiied
#=formation, .including intelligence, have not been made sufficiently

. zware of the detrimental effect whici: their disclosures may have or
_that such recipients have been carelcss in the handling of such informa-

t=on.

. T direct that immmediate action be tak:n in your resp‘ective departments
.znd agencies to prevent the disclosusre of classified intelligence cxcept

to properly authorized recipients. - Flurther, I direct that action be
saken to ensutre that the disclosure of classified intelligence be made
solely in consonance with applicable statutes, regulations and this

. Girective. Recipients.of classified intelligence shall be made especially
" zware of the damage that can accrue to intelligence sources and methods

through .the improper disclosure_of intelligence. Existing procedures
=5r the control of classified intelligence, and for limiting access thereto,
=hall be reviewed and corrective action shall be taken where undue re-
“ance upon routine administrative methods or other inadequacies are

‘Zound.

In particular cach department or agency shall conduct a continuing
—aview of its dissemination of classificd intelligence with a view to
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ern:suring that such dissemination is confined to authorized recipients
barinh within the Government and to consultants and contractors on 2
.st=—ict need-to-know basis. No further dissemination of such informa-
ticm will be made outside of these authorized channels without an o

"assessment by the appropriate Intelligence Chief of the risks to our

na-Sonal security and to the intelligence sources and methods involived,

In Xeeping with the responsibility vested in the Director of Central
Int=lligence for the protection of intelligence sources and methods,
T shall look to that official to assure the issuance of appropriate
gu-dance to departmenis and agencies, as required in the imple~ '

‘mentation of this directive. I shall expect department and agency
. he=ds receiving this guidance to sec that it is carried out within

their depariments and agencies. The Director of Central Intelligence
shzll keep me informed of developments under this directive and
maXe appropriate recommendations, including additional legislation
as may be proposed by the United States Intelligence Board.

i
[s/ ,
- Dwight D. Eisenhower

. . i
. . H
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- - SECRET °
USIB-C-13.5/45
29 June 1966

UNITED STATES INTELLIGENCE BOARD

21 June 1960

By i
' Agreed Guldance for the Implementatwn of the Presxdentxa,l D:.rectzve
on Dlsclosures of C1a551f1ed Intelhgence ’
sl

‘For the purpose of p'roviding-guidance in the implementation of the -

é;e81dent1a1 D1rect1ve, the follo\mng is agreed upon by the U. S. Intel-
-hgence Board To‘ the extent apphcable. th1s agreed gmdance should
-be 1ncor1;orated in eny. regulatlons or“mst:uctlons issued in the 1n}p1e-'
mentetion of the Pr.esidentiva;l- Dlrectwe ‘. o ‘
) 1 The Pre_‘.:s_:id..ent,, 1n ﬁis%Dire.ctive to the addressee 'departments

and ageneies con'c-erx‘ahed, eecpresees, hxs concern -ev'er the-seri‘ous.
: darﬁage« ce.used.to‘nat_ional eeeﬁrity and tﬁe ‘haxjm th..e.t‘ has ‘eeeh done

te the inteiligence'efttort“thfioug:h the apéearé.nce‘-ihi public iﬁformatien
:me;iia of cIae.eified i‘ﬁtelliéence_ tending to revealltntelligehﬁe_ eources
and r,nethods._ The Preeidetzt directs tha.t :immediate action pe taken
to. prevent the disciesure‘ef clessiﬁed itttelltgetxce except to preperly |
a.utherized recipients. | Further, in summe.rization the PreSi’fiept '
“directs eer.ta.in‘othef ectiehs that: -

a. Disclosures shall be made solely in consonance with

applicable statutes and regulatibne. ,
. ’ o '

b. Existing procedures for cortrolling classified intellige_riee

‘shall be reviewed and corrective action taken where {nadequacies

T SRCRRET..
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ligence information.

. nttained by strict compliance with applicable controls, statutes and

- it et

'SECRET
. ...A continuing review shall be made of the ;diseemina;ti.on‘
of clas sified intelligence to ensure that it izs confined to authorized

N rec1p1ent., ona. strict need to-know basm.

d The appropna’ce Im.elhgence Chief sha.ll a.ssess the r1sks

B to the nat10na1 secunty a.nd to the 1nte1hgence ‘sources and methods

b
t

. when release outside: of authorized channels is considered. 1

|

T el Recipients of classified intelligence shall be made aware of

v |

.. ‘ the damage to intelligence sources and methods. i:}—irough'impr_oper

-disclosure actions.
The President also requires the assurance of the issuance of proper

guidance in the implementation of his Directive and that he be informed

of developments under this Directive together with.a.ppropriate recom-

m_endations .

. 2. The intent of the Presidential Dii:ective is to ensure a._'g_vreei.e;w_ .

degree of protection to all classified intelligence and intelligence sources
~ad methods ‘and prevent unauthorized disclosures.of classified intel-

. The results desired by the President can be
‘agulzations together with careful and continuing review to ensure their
wdequacy. Further, the proposed disclosure of classified intelligence
~etside of authorized channels shall be carefully assessed. Of special
~':l,\:..;r:-3‘rn, as a background to this Directive, is the fact that the most

damaging disclosures of classified intelligence in the past several

.. . N A " — 7 - - ) . ' B ) . A.
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specml controls govermng the handhng of such

_ .exceptional ¢ circmnstances should clasmﬁed 1nte111gence mvonung* o

R R SECRET

years have mvolved v1ta1 mtelhgence sources and methods having a

d1rect bearmg on the natmnal secunty This cla.ssified intelligence

has been dxssemmated off1c1a.11y in channels protected by authonzed

code words or pro_]ect de51gnators to those officials_ ha.vi_ng an e«_s_tab- LA

r1zed to recelve SU.Ch 1nfor- E

\

11shed need to- know and pr0per1y a.t_tho V‘; Tl 4

rnatio'n. It is in this area of intelligence.dlssem).nahon that greater

———tr v+ g ot

emphasis is needed in indoctrinating all rec1p1ents of the detnmental

!

'.. ' - . .
effects of unauthori_zed_ disclosures and the requirements for strict

_compliance with controls governing such,information. ‘

- 3. ThlS guldance ig in addition to and doces not supersede existing
seneitive im‘:elli-genc'e

as communications 1nte1hgence, code word and certam pro;ect

designated intelligence. As a matter of pohcy, only under the most

sitive sources and methods be cons1dered for release to the pubhc.

AmERIME . b e T

sen

4 'lhe gmdance contaxned in thls paper “is apphcable 55

classified -intelligence. Certaxn classnxed mtelhgence, due fo‘fi?ﬁj seEnEEsET

. gensitive nature, requires special controls. The term ''sensitive.. .

E inteliigence“ as used in this paper is deﬁned as that classified intel-

ligence whu.h conta.ms 1n£ormat1on, or wh1ch tendc to reveal sources T

or methods, requ1r1ng special controls upon tt‘* dissemination because

th"l (1) _)eopm di z.mg the contmucd

its disclosure could lead to counterac

prodo,ctivity o enc

. S IR B

¢

“3. | o,

TS s e
IR e R R TR B

f mtelhgence sources Or methods which pro\nde 1n(elhgence~~;; e 4T
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v1ta1 to the naticnal secunty or (2) offsctting the value of 1nte111gence

i - . vital to the national securlty Sens1t1ve 1nte111gence within the me amng
g : A of the foregomg should be 1dent1f1ed by (1) code words authomzed for such
use, (2) progect de51gnatore, (3) the ma,rkmg "WARNING NOTICE - e N
- S ;

SENSITIVE SOURCES AND METHODS INVOLVED, " or (4) any combi.

nation thereof.

5. Departmental and agency regulations should include control

.

ahd review procedures establishing the responsibility ',oﬁ the Intelligence

: o
Ltalafid

“mﬁ - . .. Chief for the as sessment of the risks to the r;at_i:onal.éecurity and to -
P .. the intelligence sources and mefchod's. involved when dissemination of

clas 51£1ed J.n1 elhgence is contempla.ted outsude of authorized channels,

including re)eases to the pubhc. Such contrpl a.nd rewew procedures

‘“3 ' o a. .Disclosure and Release Control: . ' , .
| Mf@; . AR '_(-i) ‘A review by iht'eiifé’énce"auth-"er‘i"ti'e s’-'cfka.ny clas <_51~£1ed
| lfl'_éﬁ . . ' . ) ) » —————7.‘- - ,
i ﬂ' : e .= - intelligence proposed for declassﬁrcatmn or for use O?é;.é;%.m ' “_,. ‘F
B ‘}! | L closure 1n backcround brlefmgs, symposnn‘ns, se;n;&é;
“gj speeches, wrltmgs for pubhcatlon, presentations;: —eom:ses
- of instructiex;', press feleases, formal and mform;lr:;;tﬁelfvzews o
3 , :
g .. with press representatives,. and'other aspects of publ—i—e——isel—a?“——:;:é;ﬁ :

[¥3

tlon act1v1t1es whereby mtelhgence sources and. method;&-_m 3 A

‘.—L'

be revealed A record should be malmamed of any classxfled H

e e 2 s —
e e 31 e el Ao e

intelligence declassiﬁe.d or authorized for disclosure a.nd R




r: : :

'"“"33 . . clas sifi-ed-intelligenoe made not in accordanee with the pro~
:3 : .._-visione of the regulations.a.nd-pco.ntrols.‘of the.-department. or.
~_;n§€§ ' agency concerned .:hould promptly report 1t‘ to.the a.ppropriatte '
o o ‘ Intelhgence Chlef for action. Such act1on may 1nc1ude (a) - | ‘
‘fj “ B such steps as are fea51b1e to repa.u' or 11n:1it‘the extent ot i |
,ﬂg . the dafna.ge, (b) a request for 1nvest1r>fa.t10n py appropliate

M-t e s : R T s e i e g
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should contain the ria.m_e of the individual 'who authorized such
action.
(2) Classified intelligence iua.d_\;erten’cly discussed with
-or-disclosed to any personior persons,not authorized for access
i ':'-to such 1nte111gence should be made a matter of record by the
- responsible of£1c1a.1 and reported to the a,ppropnate Intelhgence

i

i{3) Any person having khowledge of any disclosure of

. Chiet,

G Ny R T AN GRS

E A

R
rarals sooas

- ngenoe—sour_ces a.nd m:ethods a.nd‘ notlf }e&t&

together thh adv1ce of remechal actlon to »b_c_e taken an__

e e, e

A-—:- e

~that .may. result from the compr01n1se

i e e et 5 s

'  QRCRET .
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of the foregoing and should be supplemented by appr0priate
enforcement provisions. In particular, such proceduree

should include provisions whereby recipients of sensitive

| ‘ ‘i.nt‘elli'gence 'fne.y determine whether or‘ not indivivd}ie.fls wb_ith
'whoxx‘n.they are in eonte.ct are authogized, to reeeive su‘ch.
. intellligence.- ) o . IR B
;b Dlsclosure and Release Techmques

(1) Each Intelhgence Chief should establish procedures

1 _ -

.- : )
. . for the assessment of risks to the na.t1o-1a1 security and to the
' "”g - intelligence sources and methods involved in any proposed -
ﬂJ&J‘ ’ . ' : . . ;
dissemination of classified intelligence outside of authorized
okl '~ channels.
(2) Release procedures should include in the assessment o
- : : “of the risks those ways and means by which an attempt may.

‘be made to sanitize intelligence sources and methods. Hov)- -

ever, before classified intelligence can be sanitized ef] Vel

’ . . —— e

and sensitive Sources_ protected; a pIausible source,;-n.izs:ou"'_egs—_.‘ =

== e e e_-,f. 3t

~should be available tq which attrlbutlon may be ma.de lfnecesuary

R T

-quahfymg source attribution by apprommatlng f1gures, e

t1hg place names and geographlcal locatlons, apprommatlng

P . L e et S

the time and c1rcumstances and altering other factors which

-may be reveahng of the source and method 1nvolved should ' S

also be used

T . 6 .’ | | |

i [N
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. 4(3’) Sensitii}_e inteslligence disf:losed in offic:ial.v{briefings
- and bucilgeta..ry"reportls should be clearlfr i"den_t_ified 'frﬁm ‘othexl-‘
.‘inforx.'na.tion utilized in such t.n-iefings,'“.a'.n.d the fecipients - |

cautioned when appropriate, of the harmful effects té.na’.tional

l .- security .b}.r di’sclo'shure of the information to unauthorized '/
Arec"ipievnts. ,Sirﬁii;r measﬁ?e.s shéuld be»employleid‘,_ when
1?1‘%“ ' N ' appropriate in dis cloging Sénéitive‘intelligence to those Gosii/ernf

‘ | - ment officizls who deal with public media. and who cannot . |

| |

-reaAaily be expe cted to know -theorigin of,a._ll 'informa.tion with

-'l'ru
M} _ . which they are dealing.
wml ' o - (4) The proposed release of classified intelligence derived )
B! A N . - _ o L
- from 2 joint or combined prejoct of the-fntelligence comamdanlly -t
?q . . . ‘
j o should consider the 1nterests of other 1nte1]1gence cornmunit,r *
“‘g
L
1

4. 34
bicpd—

cat10na1 program for all rec1p1ents of class1f1ed intelligence concermng

the damage that can accure to mtelhgence sources and Jnethéds%h_r_gg_gh'--=::*“==*°"£;jj—_;j X

SECRET . : _
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‘the improper disclosure of sﬁch.ihtelligenc’e. Such a progfé.ni rhay

include wherc appropriate (1) specific instances of known unaufherized :

disclosures of classified intelligence involving sensitive sources and

- 'r‘ne‘ﬁhods, (2) an assessmevx'ltl of the possible harm reeulting from such

PR Y B I S VY e WP
P B ik o :?h’“ ,':
) D ] . . -

diéeio‘eefee..and '_(3) exampiés_ of the-'cqunt‘ermeasures that might be ‘ ' -
takex‘z.by vfore‘ign. ietelligenee ‘servicee i;ob negate tfxe i_nforma.tion or :
‘the soﬁrczs' and methods invol__ve.d.- S o - } - o
m,% ‘ ’:. . °7. Current practices for _tl'_xe dissiemina_.tioriv of clessified'intel- : '
1 {

- ligence, particularly sensitive infel_ligérice} should be reviewed and i

Eé“”i‘

revised where necessary in order to ensure protection to intelligence

———

‘sources and ‘_n‘il"’et'h_ods. _ Such'should include but not be limited to:

B R S T Bt S Vel AT DU MPURE TSy SURRPL T :---.__.'--;.-_- P ’ o ]

-.a' - L c LCWLA 5 lnl Clr LA W XY & Lllul 5 UGDLD ITLLC ULD‘SC'J J&l'J.QFLUA.L EJL LT T ?
classified intelligence with a'view to ensuring that such disseni- - |}

" nation is confined to authorized recipients on a strict need-to- i
T - . - 1

Ik &t

3 know basis,

b, Marl_(ing of ixitelligexice.'_ When d1ssem1nated in bulletm: "

]
L e ! ;

i

4

br1efs, and mmilar documents, sens1t1ve 1nte111gence Yo -

. P
— e
N —— g e iy

printed in such ciocuments .

) ——zw »‘-"‘T—»’::‘m‘.'ﬁ;y .
: 8 Addressees shall consxder the need for add1t1ona1 1eg131at10n i R

= i

i
as well as other means to ensure the prOper protectl.on of the U S e —-—

g' - .1nte111gence effort. o EEEEEE ‘
M e : . L . . :
'-’;i.' S— 4 ereem e ) mrdimsmin !
-8 - I
| o SECRET | | o R
.\. S0 g y ;.(.W" Ry r"‘“ﬁkq‘ﬂb A aqais 1”‘.':&‘——‘::{4!” S
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Attachment
USIB-D-9,2/39
23 April 1971
Special Limited
Distribution

Guidance Governing Disclosures of Classified Intelligence

As pointed out in the President's directive of December 21, 1970,
subject "Disclosures of Classified Information and Coordination and
Clearance of Official Statements, " machinery now exists to protect all .
classified information. It is recognized that unauthorized disclosures of .
classified intelligence may involve thoughtlessness in the application of .
regulations and procedures already in effect. Further, with respect to e
sourceés and methods, widespread discussion of this subject, some of it -
unavoidable but much of it gratuitous, seems to have conveyed an impression
in some paxts of the Government that there is little, if anything, that is not
known to tke public. The protection of intelligence sources and methods -
continues to be of vital importance to our intelligence effort. The true origin
of many cafegorics of intelligence information to be used in public release or
debate must be disguised and the use of all such information must be duly
authorized. The fesponsibility for authorizing release and for devising
. propeyr disguise resis with the originating agency. ‘

The President's directive of December 21, 1970, refers to the
statutory responsibility of the Director of Central Intelligence for the
protection of intelligence sources and methods. The National Security
~Act of 1947 specifically states: ‘ : ‘
'". .. And provided further, that the Director of Central
Intelligence shall be responsible for protecting intelligence
sources and methods from unauthorized disclosure;!

t is not to De expected that all consumers of intelligence, poliéy makers
and others wvould recognize or be fully alert to potential danger to intelligence
‘'sources anc methods resulting from release of intelligence. Consequently,
it is believed that the intelligence community should take the lcadlng role
within their departiments and agencies. !
P
Chiefs of all components of the intelligence community should review
the cxisting regulations and impress on all concerned the nebessu:y to abide
by them. The following specific actions should be taken:

~ Sanitized Copy Approved for Release 2011/08/08 : CIA-RDP94B00280R001200060006-4
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-
Il

L. Review existing departmental and agency regulations
governing the control of classificd information to make sure
that £a every instance they meet the criteria reguired by the
steac:ly increasing volume and significance of classified
inteliZ=gence, particularly including sensitive compartmented
intel”“gence. Particular emphasis should be placed on
assuzing that the need-to-know principle is strictly enforced.

2. Make sure that briefing and indoctrination procedures
are raviewed with the objectives of paragraph 1 above in view.
These procedures should be so designéd as to assure that newly :
indoctrinated members of the intelligence community and other
newlw indoctrinated officials of the Government fully understand
the diiferences which exist among various kinds of intelligence,
with respect to danger to the source or method which would
result from disclosure. It should also be the purpose of these
proc=dures to explain the way in which cleared individuals can
readilly ascertain the clearance status of others before discugsing o
classified information revealing intelligence sources and
methods, and to make sure that they do so.

2. Provide for neriodic reindoctrination and continuing
educztion in special security practices and procedwes relating ;
to int=1ligence, in addition to those security procedures established :
. as gerneral policy, to include a program for prompt debriefing of
individuals who no longer have a need-to-know. |

4, Review procedures for authorizing and controllir;lg
disclosures and releases. ) i
a. The responsibility of the intelligence chief
for assessing the risk to intelligence sources and
methods involved in deliberate disclosures should
: be delineated. There should be a review and
assessment by intelligence authorities whenever
any classified intelligence is proposed for de-
classification or for use in briefings, testimony,’
symposiums, seminars, speeches, writings for .
publication, presentations, courses of ins-tructioril,
press releases, formal and informal interviews |
with press representatives, or other activities in

the course of which there is a danger that intelli-
i

i
!
!
i
i

gence sources and mecthods might be revealed.
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Each assessment should include methods by
which such intelligence can be effectively and
piausibly sanitized by or with the approval of
t=e originating agency so as to protect the source.
Sensitive intelligence to be disclosed should be
cearly identified as such and the official disclosing ,
it should be so cautioned when appropriate. This can '
b= particularly important in dealing with some public
izformation officials who cannot be expected to be fully P
fzmiliar with the origins of such sensitive intelligence. .
Rl2cords should be maintained regarding any classified '_;
imtelligence declassified or authorized for disclosure. '

! b. The facts surrounding inadvertent disclosure
cf classified intelligence to any person or persons not
awzthorized for access to such intelligence should be
reported to the appropriate intelligence chief, who will
irzform the originating agency in any potentially harmful
c=se. - : i

Y

c. Any person having knowledge of any disclosure
of classified intelligence made contrary to the regulations
arsd controls of the department or agency concerned should
promptly report it to the appropriate intelligence chief
fcr action. Such action may include {1) such steps as are
fe=sible t> repair or limit the extent of the damage;

(2.} a request for investigation by appropriate authorities;

(3) an assessment of the possible harm to intelligence

scurces and methods and notification to all intelligence

authorities concerned; and (4) prompt notification to

all official recipients that an unauthorized disclosure has

occurred, together with advice of remedial action to be

ta’xen and guidance for responses to inquiries from public

m:=dia representatives that may result from the compromise.
1 .

5. TaXe fully into account, in proposing the release of any intelligence
derived frem a joint project in the intelligence community, the interests
of any othe= members of the intelligence community which might be con-
cerned, If 2 depariment or agency authorizes the disclosure of sensitive

Sanitized Copy Approved for Release 2011/08/08 : CIA-RDP94B00280R001200060006-4
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intelligence from such a source, that agency is responsible for in-
forming ozher USIB members of the action. Special attention should
be given t3 defining the precise limits of the disclosure and to
cautioning against inadvertent elaboration or extension beyond those
limits.

6. I conjunction with appropriate authority, take, or assure that
disciplina=y action is taken where appropriate, in a just, clear, and
definite mrznner which will demonstrate the extreme seriousness with
which una:zthorized disclosures are viewed. Where a violation of crimi- .
nal statutes may be involved, any such case should be referred promptly :
to the Dep=rtment of Justice. ’

‘o ’
'
i

!
[
!
|
+
'
H
|

4 _ ) |
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THE WHITE HOUSE o

WASHINGTON : - bAs
Y . . | December 21, 1970
MEMORANDUM FOR: ' The Secretary of State "’ o o
R : The Secretary of Defense o SR
The Attorney General ’ S (-
The Director, U.S. Arms Control and - . L |
: Disarmament Agency i i
The Chairman, Joint Chiefs of Staff ;
‘ The Director of Central Intelligence _ H,' -
. N ) The Administrator, National Aeronautics': - R
W and Space Administration - : Y
. . ' .1.
SUBJECT:. ' Disclosures of Classified Information

and Coordination and Clearance of  _
Official Statements t

|

' I am becoming increasingly concerned about the disclosure in
. public media of classified information bearing upon important{ — .
. aspects of national securify, particularly that which tends £0- st i
. jeopardize intelligence sources and methods. Such disclosures . . 7
_presentra. seriouc threat to our national interests and I am !

Jetermined that the practice of releasing such information without’ —

ovoper authorization-will be brought to an end. 5

‘Tizecutive Order 10501, of December. 15, 1953, as amended, L (
S ~stablished regulations and procedures for safeguarding classified

sasarmation, while especially sensitive data are protected by QLT
. d '
.i.ecial systems of clearances. '

i rect that 'immediate steps be taken within the jurisdiction 9‘ B
cevh addressee to'ensure that existing regulations and procedwur.e'ajf T

NN Approved for Release 2011/08/08 y 001:
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designed to safeguard classified information be reviewed and strength-
ened where necessary. These regulations and procedures should oo
assure that only those individuals with a demonstrated '""need-to-know"
receive classified information and that all recipients are constantly
aware of the necessity to protect it from public disclosure. They
should provide for an adequate security review of all statements and
documents made public on subjects with important security connota-

tions. Further, I wish responsible officials to take firm disciplinary
~action against individuals under their jurisdiction found responsible e
for careless or deliberate mishandling of classified information. .

'
“
R e e adatd

CX gt

The .Director of Central. Intelligence has the statutory responsibility
for the protection of intelligence sources and methods. Accordingly,
I shall look to him to provide guidance in this field, especially through
the machinery of the intelligence community. I shall expect him to~
keep me informed of developments and I wish department and agency
-heads to cooperate fully with him. ’ '

'
Lo -
i

I also reaffirm the following instructions which I issued on September 1,
1070 concexrning coordinalion and ciearance of public statements and-. -.._. -
“ press relédases and theé necessity for White House clearance of all -
-official communications having policy implications:

. =="Public statements and press releases: Prior to reiease;
" " all public communications on matters of known or

- potential Presidential interest must be carefully cleared 5
by the White House (Assistant to the President for National =

Security) for consistency with Presidential policy and for =

-coordination with the departments and agencies who share :::f
overlapping interests and responsibilities. Should there ==
. be anry uncertainty as to Presidential or interdepartmental ="
interest, it will be resolved in favor of clearance. " e
OEEEEER RS AR IS ] _—
- =="Official communications: All official communications with _
“volicy implications must be cleared By the White House. ___:
When in doubt, the rule is that messages will be socleared, _ ..
This ):j';i'oc_edure‘ requires clcse and confidential staff rela-. ..
tlouships at all levels between the White House and your
Gupariment as well @s among departments, "' '

- RICHARD NIXON | . -~ -~

B ey - - ol e
e Y s mie e

T - B
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UNITED STATES INTELLIGENCE BOARD  Distribution

OFFICE OF THE CHAIRMAN A ‘ 12 ,

' : :

23 Aprit 1971 -~ . - H

, , L 1{

MEMORANDUM FOR USIB PRINCIPALS . A ' ‘ / i
SUBJECT i : Guidance Governing Dlsclosures of S 4 a ”

‘Classified Intelligence = - - R

1. In accordance with the discussion in executive session of
the Umted States Intelligence Board on April 22, 1971, I am attaSEng -
two capies of the agreed Guidance Governlng Disclosures of Class
Intelligence. - This has been concurred in by all addressees of the

: Pres1dent's memorandum of December 21, 1970 :

2, Tam also enclosmg, for your information,

A - ,}-..-report to-the -President in: Tesponse'to his. memorandum. o e
your attention to the penultimate paragraph of this report.. Pleammi
_that I have told hlm I will_ask. vou-tommake- Bartic‘nl-ﬂ**ﬁffnﬂ‘i'u' Ao Twan

. .that in the case ofreleases- of“'sensfclve “and specially=c comp_artme"_'_
int€lligénce the appropriate member of the community be consulted’ as:
__to potential. damage, and that-1 am asking you. {o Teport perlodlcally f‘o
;-_-me ‘on' measures:taken within your- respectwe agenc1es and depar FETEL e

"o implement these guldehnes : Y

E"ﬂﬂ

B .Ric‘ha.rd 'Heli:rls v
..Chairman

Akl chments

SR T lA M e s et any et i, ST

Bre i

H 6ROUP 1§
tc xelxdnd trem_acts
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Attachment - - ¥
USIB-D-9.2/39 ) "
23 April 1971
Special Limited
Distribution . o

Guidance Governing Disclosures of Classified IntelligAence PR |

As pointed out in the President's directive of December 21, 1970, : ©
subject "Disclosures of Classified _Information and Coordination and ‘
Clearance of Official Statements, ' machinery now exists to protect all
classified information. It is recognized that unauthorized disclostires of
classified intelligence may involve thoughtlessness in the application of «
regulations and procedures already in effect. Further, with respect to . ' i; -
sources and methods, widespread discussion of this subject, some-ofsit- - . £ -
unav’oicfablc_: but much of it gratuitous, seems to have conveyed.an impression
in some parts of the Government that there is little, if anything, that is not

~ known to the public. The protection of intelligence sources and methods , 5
continues to be of vital importance to our intelligence effort. The true origin. P
of many categories of intelligence information to be used in public release or Lo i
_ .debate.must be. disguised-and: the use of all such inforrmation must be duly Coer
authorized. The ‘responsibility for authorizing release and for devising - L HE
. proper disguise resis with the originating agency. . o

EE
| -
i
+

The President's directive of December 21, 1970, refers to vthe L i
statutory responsibility of the Director of Central Intelligence for the _ oo
Protection of intelligence sources and methods. The .Natibnal’f']Securitir’f _

Act of 1947 specifically states: _ - ‘

: B B
'+« And provided further; that the Director of Central - —
Intelligence shall be responsible for protecting intelligence:
sources and methods from unauthorized disclosure;!' T3

It is not o be expected that all consumers of intelligence, polié:y make ;

S 2nd others would recogriize or be fully alert to potential danger to int Hgence
k. ources and methods-resulting from release of intelligence. Consequently, .
s 1lis bolieved that the intelligence community should take the leading role. . - -
‘xi 5 e their departinents and agencies.

:is 0 all components of the intelligence community should review.
g regnlations and impress 6w 4il concerned the necessity to ABIT _

Y ithemn,  The foliowing specific actions should be taken:

[ GROUP :

L o _Ex_cll;;.dod fro:'r'u oulon‘;uvlc
- SECRET st |
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1. Review existing departmental and agency regulations
governing the control of classified information to make sure
that in every instance they meet the criteria required by the
steadily increasing volume and significance of classified
intelligence, particularly including sensitive compartmented
intelligence. Particular emphasis should be placed on ‘
assuring that the need-to-know principle is strictly enforced. Lt )H

2. 'Make sure that briefing and indoctrination procedures

are reviewed with the objectives of paragraph 1 above in view.

. These procedures should be so.designed as to assure that newly - R
“indoctrinated members of the intelligence community and othéé_a:zf‘-4.—_;,5;#*—«,,_.“.:45 L
newly indoctrinated officials of the Government fully understand '
the differences which exist among various kinds of intelligen s
with respect to danger to the source or method which would ==
result from disclosure. It should also be the purpose of these
procedures to explain the way in which cleared individuals cam=——="">
readily ascertain the clearance status of others before discussing~
classified information revealing intelligence sources and
methods, and to make sure that they do so. |

3. Provide for neriodic reindoctrination and cgntinﬁing S
education in special security practices and procedures 'rélating"‘ -
to intelligence, in addition to those security procedures estab 7
as general policy, to'include a program for prompt debriefing o )
individuals who no longer have a need-to-know., ' ===

777 4. Review procedures for authorizing and controlling
disclosures and releases. ‘ '

- " . a. The responsibility of the intelligence chief
i © .. for assessing the risk to intelligence sources and -
. “e—- “methods involved in delibergte disclosures should
be delineated. There should be a review and ! _
.. ___assessment by intelligence authorities wheneverﬁ'#‘
- any classified intelligence is proposed for de- = |
classification or for use in briefings, testimony, !
~=-:-- - ~gymposiums;seminars, speeches, writings for : :
---..publication, presentations, courses of instruction,
_._-:press releases, formal and informal interviews : -
- -~ " with press representatives, or other activities in
- the-course of which there is a danger that intelli-
. gence sources and methods might be revealed.

e

Tt o o SECRIT
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Each assessment should' include methods by

- which such intelligence can be effectively and
plausibly sanitized by or with the approval of
the originating agency so as to protect the source.

+ Sensitive intelligence to be disclosed should be :
clearly identified as such and the official disclosing o
it should be so cautioned when appropriate. This can A
be particularly important in dealing with some public o fL

information officials who cannot be expected to.be fully
familiar with the origins of such sensitive intelligence, '
Records should be maintained regarding any clas sified
intelligence declassified or authorized for disclosure.

[

b. The facts surrounding inadvertent -dislclosurie
of classified intelligence to any person or persons not
authorized for access to such intelligence should be - e
reported to the appropriate intelligence chief, who will e I R |
inform the originating agency in any potentially harmful = . ; f ‘
case, - ' ‘ . j ; '

c. Any person having knowledge of any disclosure
of classified intelligence made contrary to the regulations __z
and controls of the department or agency concerned should"

' promptly report it to the appropriate intelligence chief _
for action. Such action may include (1) such steps asgarre;
feasible to repair or limit the extent of the damage; -
- (2) a request for investigation by.appropriate authorities;
"~ (3) an assessment of the possible harm to intelligence
sources and methods and notification to all intelligence
authorities concerned; and (4) prompt notification to e e
all official recipients that an unauthorized disclosure has E——
occurred, together with advice of remedial action to be
taken and guidance for responses to inquiries from pt;lbli(:_i_".'. =
media representatives ‘that may result from the cémpromis’g'_"‘-“—?‘ﬁm

5. Take fully into account, in proposing the release of any intelligence ===

1.rived from a joint project in the intelligence community, the interestg™==-"= | EE:
“!éxy other members of the intelligence community which might be con- === o)) e
Carmeni. If a department or agency authorizes the disclosure of sensitive- -——- : ]
‘ o - A ‘ :‘L T - W!. ”.l h-l:
: g e
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1ntell'1gence from such a source, that agency is responsible f ¥ |
forrr'ung other USIB members of the action, Speciaf a.t:tenf:'e o’rhm-
be given to defining the precise limits of the disclosure antlio:os ol

cautioning against inadvertent ' ; .
limits. elaz.bqratlon or extension beyond those

disc.6'1- In conJu_nctl'On with appropriate authority, take, or assure that ) !
lplinary act;on 1s taken where appropriate, in a just, cl ' '
def‘lmte manner which will demonstrate the extreme ser;o s e Y
which unauthorized disclosures are viewed. Where a vi lu:'ness Wlt%l L '
nal stat‘utes-may be inyolved, any such case should be Ofa ion of crimi- 4. .
to the Department of Justice, ' referred promptly - {
H . ) ‘
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